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Overview

« What is a probe based monitoring solution

Applications

* Not just for Engineers
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Brief Overview - Probes
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Probe Based Monitoring

Active and Passive probes deployed across
the network

« Gather explicit traffic information independent of
the network elements
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Probe Based Monitoring

The probes are Intelligent

* Multi-technology
« Signaling and Media

* Analyze the traffic and send different kinds of
XDRs to a central management system

« XDRs are “summaries” of the traffic
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What are Performance/Quality Indicators?

These are any type of metrics that are analyzed from the
traffic and displayed or used

» Because KPlIs are often used statistically they are often contrasted
to call trace analysis

Statistical can have several meanings

* High performance analysis of each and every packet

« Sampling of traffic

Sampling mechanisms and other challenges involved in
high performance KPI processing tended to give “KPIs” a

bad name, relegating their relevance to off-line post
processing by specialized departments
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Key Performance and Quality Indicators

“Simple”
* These are commonly accepted/standardized indicators
pertaining to the signaling or media planes
- ASR
- Packet loss

“Complex”

* These are typically the commonly accepted/standardized
indicators, but ‘group by’ or ‘ratio by’ different value distributions
and or other identifiers

- Country, operator, prefix codes

- |P addresses

- Cause value enrichments

- Routes (source-destination combinations)

“DPI Type”

- These are based on in depth decoding and identification of
specific messages and or events in sessions or transactions

* Can be used in combination with “complex” metrics
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Key Performance and Quality Indicators

“Sophisticated”

« This are difficult and challenging metrics often
Involving an algorithm or other high performance
execution

- TCP engine
- Packet loss (Markov state machine)

“Correlated”

 These are metrics which are identified based on the
end-to-end correlated session

* In essence part of the “Sophisticated” family because
of the challenges of high performance real-time
correlation
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Customer Support
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Customer Service

Typically...
* Based on reactive response to open tickets/problems
« Explorative investigation from scratch every time

Hours to
Days..

An Hour..
How knowledgeable
is the Support?

Minutes?
Hours?

How many
Customers

Days? Complain?
O - O
= S = o

A
A 4
A
A 4
A
A 4
A
A 4

Problem
Occurs

Customer

Customer Tierl

Tier2

Detects Complains Customer Engineering
Problem Support Support
get call and process

get Ticket and start

complaint investigating...
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Intelligent Active Report Flows
Work flow drill

- overall errors network element calls signaling analysis
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Messages Dashboard View

Start Time Calculation End Time Calculation

2009-06-07 11:42:02 2009-06-08 11:42:32

SIP dxy SIP 5xy Diameter

Release Cause
|

Release Cause Release Cause

M S|P 486 Busy Here 1... M 5P 500 Server Inter...
[ 5IP: 407 Proxy Authe... ¥ 5/p: 502 Bad Gatewa...
M S|P 487 Request Can... M S|P 503 Service Una...
SIP: 404 Mot Found 2. 5IP: 503 CX Unable ...
W S|P 480 Tempaorarily..
5P 408 Request Tim...
W 5P 484 Addres Inco...
W sIp: 481 Call Leg/Tra...
M SIP: 485 Mot Accepta. .
[ 5IP: 403 Forbidden 2.
¥

¥
v

SIP dxy Registration Service SIP 5xy Registration Service

Release Cause Release Cause
M SIP: 403 Forbidden 1. M S|P 500 Server Inter...
I 5IP: 401 Unauthoriz...
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SIP 4XY — User Agent

Direction: all
Here you can write an explanation on the report,what it allows efc,

Start Date End Date
73 ¥

| Jun 7, 2009 ice: | Jun 8, 2009 m-
+ Last Interval: I'—C"St % Inkeryal LI

FY ry
I 1 43 AM - I 110 43 AM - + Offset: IFrance - Aubervilliers =]

Start Time Calculation End Time Calculation » Mumber of Top User Agents: |1D

2009-06-07 11:43:02 2009-06-058 11:435:02

Release Cause

M SIP: 431 Call Leg/Transaction Does Mot Exist
[ SIP: 408 Request Timeout

M SIP: 486 Busy Here

[7] 5IP: 487 Request Canceled

M 5IP: 407 Proxy Authentication Required

l M 5IP; 480 Temporarily Unavailable

LiveBo | LiveBe 2 Mini SAGEM / 32022/ SAGEM / 32022/ B SiP 404 Mot Found
2601 2B W siP: 403 Forbidden

M 5P 484 Addres Incomplete

[ 5iP: 488 Not Acceptable Here

M 5P 400 Bad Request

I 5IP: 401 Unauthorized

M 5iP; 483 Too Many Hops

M SIP: 415 Unsupported Media Type

SAGEM / 32023/ SAGEM / 3202.3/ sipsak 096 Sondes_0O6_RECI SIP: 410 Gone
260182 2601628 M 5IP: 405 Method Mot Allowed

All
ser Agent Release Cause Call aktempts
LiveBox 1 SIP: 407 Procey Authentication Required 174,054
SIF: 4587 Request Canceled 114,333
SIP: 4386 Busy Here 15,254
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SIP 4XY — Domain

Direction: 4ll
User Agent: LiveBox 1
Here you can write an explanation on the report,what it allows etc,

Start Date End Date
¥ v

| Jun 7, 2009 = | Jun 8, 2009 =
+ Last Interval: ILE'St # Interval LI

rY ry
I 11 ;43 aM - I i r 43 aM - + Offset: IFrance - Aubervilliers ;I

Start Time Calculation End Time Calculation » Mumber of Top Domains: I:I-D

2009-06-07 11:435:02 2009-06-058 11:435:02

Release Cause

M 5IP; 408 Request Timeout

[ 5IP: 486 Busy Here

M 5IP: 481 Call Leg/Transaction Does Not Exist
[0 5IP: 487 Request Canceled

M 5IP: 407 Proxy Authentication Required

AS-C5CF C5CF-AS CSCF-CSCF
CSCF-5BC MU-ATOS- NotDefinelnEnr
CSCF -5BC
SBC-CSCF SBC- All
NotDefinelnEnr
Diomains
Damain Release Cause Call Atternpts
AS-CSCF | SIP: 487 Reguest Canceled 35,161
SIP: 456 Busy Here 2,083
SIP: 405 Request Timeouk 439
SIP: 481 Call Leqg/Transaction Does Mok Exist 39
CSCF-A5  SIP: 487 Reguest Canceled 19,425
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Value Distribution - Example
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Customer Portal

Public Fo My Folde ( e ( nel Customer Profile - Multi Correlation

Customer Activity Profile

B offet [France - aubervilliers =
*
[1un's, 2009 B
(O Start Time:
| 12 0 00 AM D

*

I Jun 8, 2009 -
CL) End Tirne:
rF

|12;00 AM

-

a Protocol Type: Ipmmcg| j
SRC Signaling IF: Enter Source IF Address or Leave Blank

[ [ [ [

DST Signaling IF: l_ l_ l_ l_ Enter Destination IP Address or Leave Blank
|
|

=% ... Calling Murnber: Enter Customer's Phone Number or leave blank for all

.. Called Mumber: Enter Called Mumber or leave blank for all

Release Cause: |Descripti0n(ReIease Cause) =l
Codec: {coDEC - Out =
Fast Search:
..‘ #=w... Calling Mumber: | Enter last 7 digits
- P
=% Called Number I Enter last 7 digits
Cancel Finish
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Care Center Subscriber Report

|

Care Center Subscriber Report

Q IMS1 TAC Ianufacturer |Handset
AZHETER43 12345678 | NOkLA EA1

| Quality of Experience

|Total Successful |Failed |2
¥ Yoice incoming E1 &0 18
* oice Qutgoing 52 50 2l
¥ 5SS receved 22 20 2
» SWS sent 15 10 5
» HTTP (WAP/EE) 11 ] 2] ‘80
B MMS 5 4 1
> SMTP 12 10 2 an]
B POP3 g a 0 =l
P FTP B g o a0

Voice and Data history
QOE scores

Drill down to voice/data sessions per service
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Broadband
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Advanced Throughput & Web-Page Statistics

Key Features - Throughput Measurements
« UL/DL throughput, latency & TCP-layer statistics
* As experienced in real-life by all customers

 Can also detect and monitor actual speed tests
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Mobile Broadband QoE Reports - 1

- 144 GGSN Throughput Indicators by Time I Report Shudio
Admin Log OFf {5 &= | About

HEER b s R 6B E B
N
Mean Throughput DL Mean Throuput UL

a0 . 2 4 J

bt

Fd

Mean Throughput DL [Kbps]
&
Mean Throughput UL [Kbps]

3
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Haurs Hours

Average throughput for HTTP page downloads
Per GGSN,SGSN,APN, device, subscriber

-
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Mobile Broadband QoE Reports - 2

@ b - 144 GGSN Throughput Indicators by Time P Heport Stud
Al Admin Log OFf G &= | abo
HEE b e B H~ &
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4.0 e 16.0%
14.05
|, 00 e
g g 12,08
T 160% b
o 5 lom
E £
£ 120 T BN
E E eon
T B =
] 5 40%
[t -
108
2.0%
a M e 3388888388333 888888¢
omatskog b s oo s kw8 BINnE
Sssoc2e28o;
££8g88 S EESEsBon .

ooooooooooooooooooooo

TCP retransmission ratio for HTTP page downloads
Per GGSN,SGSN,APN, device, subscriber
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Web browsing success rate

HTTP Session Success Rate

1.2 1.2
Group
# Blackberry Mail
1 1 = DaolDo
& iPhone (yesinternet)
- MMS
08 08 W Optus Zoo (WAF)
o o W Other
= = ¥ OWB (Connect)
e == .
E 06 0.6 E - Prepaid
U v ¥ Virgin Broadband
0.4 0.4 M Virgin Group: Yirgin
0?2 0.2
] ]
20080006 000000 000 20080013 00:00:00.000
Weeks
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Mobile Broadband QoE Reports - 5

- 147 Throughput per Device
Admin Lo OFf i = | About
&2 b kB b E TR
Throughput per Device _
Total Data DL Bigger Than: 0
Total Data UL Bigger Than: 0
Table and graph showing throughput, total data UL/DL and TCP statistics per user agent. Separate reports for UTRAN and GERAN.
2009-06-05 00:00:00 2009-08-18 00:00:00
Downlink
Network:
RTT | Duration | DatOL | Throughput | of DL | Avg | Max | Refrans. |Refrans.
El | DLl Viindow | Window | Frames | Bytes
MSFT-5Phone 5. 2,604 202 | 25 | 1 0 i NA|  NA | 100.0%  255.0% | 1,585
SiteAdvisor 1,332 1 238 2 2 2,170 4340 0.0% 0.0% 88
Mozilla/5.0 7443 0 245 2 1| 3727 4380 58.3%  53.3% 151
Mozillaf4.0 {compatible; MSIE 4.01; Windows | 1,108 1 299 2 2| 32,780 32,780 50.0%  72.0% 88
CE; PPC; 240x320)
TAIS Pinger 459 0 312 2 3 4,312 4,312 0.0% 0.0% 89
Micrasaft MCSI 2,190 0 EGE 3 1 8359 15,720 0.0%  0.0% 177
| samr 500 138 | 237 334 3 1| 45,353 | 45353 | 0.0% | 0.0% 178

Throughput of HTTP page downloads-per device
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Mobile Broadband QoE Reports - 6

| Name(SGSN Address for user traffic) | Mean Throughput DL | RTT | ECN Echo DL | TCP Avg Window Size DL | TCP Retrans. Frames ratio DL

201,195, 3% | 4,515 0.0% 30,630 12, 2%

| 730 . 1;363. . .U.U".'"n.- . 24,937 . 37.0%
201,195, | E":H'- 1;322- 0.0% - 18,443 - 2.5%
21,195, | 1,491 . 1,093 . .U.U“i":.r. 1[],515?. .1..3%
201,195, 956 1,1:'15 U.UT:! El,E?:ll 0. 3%

Worst performing SGSN and GGSN

Takes into account HTTP throughput, latency,
retransmissions and TCP window size for large HTTP
page downloads
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Customer Centric Applications
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Customer Centric application - Characteristics

Application analysis of services the way the customer
sees it (from the customers point of view)

Define Customer Profiles
* For example by using:
- |P addresses

- Telephone number
- Tier labelling

Define Users
« What profiles/accounts/sites the user can see

Display quality of service experience in a clear and
concise fashion

Integrated Alerting when thresholds are crossed
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Root Display

Mun D-I' Transactions  OQut-Bound |Iﬂﬂdﬂﬁd Time [.|_'nse;]_ Out-Eourid !-Itiéﬂdﬁh'a; |
Voka Tiangadtions 557 | 4560 5 Callbwstion fva | 3,221.22 22560
Woice Transackions - GSMG ' ' Ring Time: Awg. '
SMIS Trasactions - 557 4524 4284 ‘Haok Time Avg
SMS Transactions - G5MA- : ' Release Time Avg

KPI | ¢
Direction 11:05

s

I"I-.Ct?ge;,
Success | Bound
Ratig=) [
557

o
Success | Bound
Hatin- (==
Gl

voice
Success |
Rakic -
4
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KPI Along Time - Customer

View a specific KPI along time in a Bin format toge  ther with the average
results of the KPI

Jul 15, 2009 9:10:00 AM Jut 15, 2009 9:55:00 AM

Profile Nar 2k Mobile

Direction: Qutgoing

KPI: NER
BIN NER. NER
M 0-25 (%]
W 2550 [%]
@ NER

¥iN

Counter

9:10 AM 915 AM 9:20 AM 9:25 AM 9:30 AM 9:35 AM 9:40 AM 9:45 AM 50 AM 9:55 AM
Start Time

History Comparison: KPI along time compared to last day, week — 1 hour
Zoom out: KP| along time - 1 day

Drill down for history comparison

of the KPI RAD [¢(e]/



Drill into selected KPI
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Multiple Customers
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Customer Profile View

The customer view shows a summary of the last hour (configurable) for a
specific customer. This view is used by the account manager or corporate
customer.

\ Drill down for additional

information and last
calls
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Benefits

New Services - source of revenue
« Offering reporting facilities to customers

Improve and sustain customer experience (QoE)
* Whole customer view — of multiple services at the same time
« Reduce customer churn

 Reduce loss of revenues due to service failures

Service to Corporations/Enterprises
« See what they get
* SLA troubleshooting

One system for all technologies and services
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Correlation
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Correlation

What is Correlation?

The ability to collect ‘legs’ from different
interfaces/technologies/protocols and identify that they all belong to the
same end-to-end session

Why is it needed?
Signaling and media are distributed
Modern networks involve multiple TDM and IP technologies
End-to-end service typically involves multiple clouds
Why is it important?
Customers do not care about technology

Viewing and analyzing the service/network from a single ‘leg’ angle has
limitations

T = R (15 COM



Omni-Q: Correlation (illustrated)
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Service Profiling

Ability to classify traffic based on the end-to-end call flow
« Services
* Network segmentation
* Intelligent Analysis

So what?...
* View the traffic/network from a services angle
* Reports
« Alarms

~__

New Services and
Packages
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Service Profile - Example

Y
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Service Profile - Example

T = R (15 COM



Summary
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Summary

The benefits of a probe based monitoring solution
« Bringing value by taking advantage of in-depth live view of the
network
Once deployed on the network serves
* Multiple department and users
« Multiple needs and functionalities
* Multiple technologies
« All at the same time by the same system

Designed to enrich the Operator’s service gy
management tool set and capabilities
* Cost avoidance

* New value

* “Value of information”
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Multi User/Multi Functionality

Internal Customers
Network/Data Engineering
System Performance
Customer Care
Network Operations

Marketing

Area Planning

Executives

DB Systems (Billing, Fraud)
{
P

External Customers

Clients
* Enterprises
« Carriers

P

—)

-

Baselining

* Network Element
Maintenance

Troubleshooting
» Subscriber Problems
» Network Problems
* Proactive & Reactive

Trending

« Network Design, Capacity
*  Network Health
» Service Usage

Business Intelligence

J
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Available at Heynen Booth
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Thank You .
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